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Background

This presentation will guide users on how to manage AT-TLS policies, including configuring an FTP TLS policy.

Configuration Assistant task simplifies the configuration of the TCP/IP policy-based networking functions.
With it, you can create and manage policies for the following disciplines:

» IP Security (IKE) .
* Network Security Services (NSS) .
» Defense Manager daemon (DMD) *
* Application Transparent TLS (AT-TLS) *

* Intrusion Detection Services (IDS)

In this guide, we will be focused on AT-TLS policies.
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Policy-based Routing (PBR)

Quality of Service (QoS)

TCP/IP Profile configuration

Import of existing TCP/IP configuration
Cloud Policy (Cloud)



Configuring an AT-TLS policy
for FTP

Network Configuration Assistant =0OX

Help

Logon using your z/OS User ID and password.

Welcome to V2R4 Configuration Assistant for z0S Communications Server

Use this task to create and manage configuration for zZ0S Communications Server policy-based networking functions.

Expand the Configuration section on the left side
and click on Configuration Assistant.

(") Manage z/OS Cloud configuration

(® Manage TCP/IP profile and policy-based networking functions
() Create or transfer a new backing store
(@ Open an existing backing store

MJF_DEMO v
Use the pu“'-down to seleCt your baCkIng Store fll'e 1 * Minutes to allow backing store to open. Range is 1-30.
and click on the Proceed button.
Proceed

Learn more about Network Configuration Assistant:

What's New See what is new in this release.

Getting Started First time users can learn about Network Configuration Assistant.
Migrating to zZOSMF Migrate backing stores from Windows to z/ OSMF.

Application Setup Tasks Workflows to guide the setup of required applications.

Tutorials Link to tutorials.

FAQs Link to Frequently Asked Questions.

Collect Problem Determination Data ~ Get assistance with gathering problem determination data.
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Configuring an AT-TLS policy
for FTP

B S31 [ 1BM /05 Management X s

If necessary, use the technology pull-down to R

se l.eCt AT'T LS . IBM 2/0S Management Facility

Welcome Cenfiguration A...

Workflow Editor Configuration Assistant (Home) » AT-TLS
~ Configuration V2R3 Current Backing Store is Team72
Configuration Assistant

Use the radio button to select the Default system b e Ssecta TCPIP iy o conte | ATTLS [

» ZIOSMF Settings

Systems Traffic Descriptors Security Levels Address Grou,
group.

Actions ~
*»  Nofilter applicd

System Group or Sysplex  System Image / Stack Type
File Filter

10 Default System Group

Home
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Requirement Maps

Status

Compiete

*
hiig

Install Status

Tools

Release
Filter

Help



Configuring an AT-TLS policy
for FTP
Step 1: Create a Traffic Descriptor

Select the Traffic Descriptor tab.

Use the radio button to select the sample FTP-
Client traffic descriptor and use the actions pull-
down to select View Details.
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B & B 1BMz/0S Management X | 4 W

&« O @ Certificate error

¥% Yahoo! ¢ Google

192.168.20.81 7:7 fE Z\, @

R{R( 1BM 2/0S Management Facility Welcome  user72 ® IBM
NN IBM
Welcome Configuration A...
Notifications
Workflow Editor Configuration Assistant (Home) » AT-TLS Help

V2R3 Current Backing Store is Team72

~ Configuration

Configuration Assistant

» Links Select a TCPAP technalogy to configure © AT-TLS | » e

» ZIOSMF Settings

Systems Traffic Descriptors Security Levels Address Groups Requirement Maps.

Refresh
{Actions ~
View Details H
Modify
Copy Description
‘ Fiter
| Show Where Used (VERIFY) IBM supplied: Automated Domain Name Registration traffic
New rver (VERIFY) IEM Supplle
Hide Filter R
(VERIFY) IBM supplie
CSSMTP (VERIFY) IBM supplie
® FTP-Client (VERIFY) IBM supplied: FTP ¢

(VERIFY) IBM Supplied.

Home



Configuring an AT-TLS policy
for FTP
Step 1: Create a Traffic Descriptor

B & [ 1BM2/0S Management X
< O @ Certificate ¢

Y% Yahoo! 3¢ Google

The traffic descriptor details are displayed.

K K| 1BM /0 Management Facility
Ly

Welcome

Notifications

Workflow Editor
~ Configuration

Use the Close button to close the View panel

» Links

when you are finished reviewing the information.

Refresh
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2 FE—
S o
rror 192.168.20.81 w = L
Welcome  user72 | ®
Welcome Configuration A...

Configuration Assistant (Home) » AT-TLS » View Details Help
View Details

Close Printable page
Traffic Descriptor: FTP-Client - (VERIFY) IBM supplied: FTP Client traffic
Traffic Descriptor Details
|F'ulu(’n\ 5 :;:'”"‘1“?”"’;; | b Name "x r m)m TLS Configuratior mm»;“
[FCP__|1024-65535)21 __|Outbound| I 0 I
Configuration Associated with this AT-TLS Application
ALILS Handshake [[Key |Cerificara [[2PECHy Server |Server o iaion | Secondary [Handshake |Unique SSL [lsyspiex

>onfiguration (Certificate Certificate ), = F Ry d

g Role Ring |Label It ontrolled  (Map Timeout  |Envionment |[Caching
o Chient ij,‘ ” n on 10 Seconds  |No ot

Close Back to Top
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Configuring an AT-TLS policy
for FTP
Step 1: Create a Traffic Descriptor

Select the Traffic Descriptor tab.

Use the radio button to select the sample FTP-
Server traffic descriptor and use the actions pull-
down to select View Details.

a

B & [ BMz/0S Management X | 4 v

& O @ Certificate error

¥ Vahoo! ¢ Google

192.168.20.81

K K( 1BM 208 Management Facility
% i)

Weicome Configuration A...

Notifications
Workflow Edit Configuraton Assistant (Home) » AT-TLS
~ Configuration

Configuration Assistant
» Links

» ZIOSMF Settings

Systems Traffic Descriptors

Refresh
Actions ~
{ ViewDetals |
-

Home
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Security Levels

V2R3 Current Backing Store is Team72

Select a TCP/IP technology to configure - AT-TLS | v

Acdress Groups  Requirement Maps

Description
Fiter

(VERIFY) IBM supplied:

(VERIFY) IBM supplied: alzed Folicy Server

(VERIFY) IBM supplied.

(VERIFY) IBM supplied;

TP traffic
(VERIFY) IBM supplied: FTP Client traff

(VERIFY) IBM supplied: FTP Server traffic

Automated Domain Name Registration traffic

Tools.

Help



Configuring an AT-TLS policy
for FTP

Step 1: Create a Traffic Descriptor

- - B St sttt Sl
B & [ 1BM2/0S Management X

e o X
&« O @ Certificate error 192.168.2081 W = L e
¢ Yahoo! ¢ Google

KKl 1BM 2108 Management Facility
DYDY

Wecome werz v | @« IBM
The traffic descriptor details are displayed.

Configuration A...
Notifications

Workfiow Editor Configuraton Assistant (Home) » AT-TLS

View Details

View Details
~ Configuration

Help
Configuration Assistant Cioes) Printable page
» Link:
» zl'::w Settings Traffic Descriptor: FTP-Server - (VERIFY) IBM supplied: FTP Server traffic
Traffic Descriptor Details
. Refresh |P.‘,,m,,\ oo n;::*;n:'l 0b Name Ixm-uv)m TLS Configuratior --n#
Use the Close button to close the View panel [ (T S |
. . . . . . Configuration Associated with this AT-TLS Application
when you are finished reviewing the information. B e, b e [ [ o e e o
P [erer i | | [ [fon 10 seconds [fio fr ]

Close Back to Top
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Configuring an AT-TLS policy
for FTP
Step 1: Create a Traffic Descriptor ‘

B & B 1BMz/0S Management X | 4=

. & Q) @ Cenificate error 192168.20.81 el o L B e
Use the radio button to select the sample FTP- it
Client traffic descriptor again and use the RIR 1em wos Mansgement Faciy | ©- DN
Actions pull-down to select Copy. ]

6 i VERS Current Backing Stors s Tear2

IBM Washington Systems Center/ z/OSMF NCA - Configure an AT-TLS policy for FTP / March 30, 2020 / © 2020 IBM Corporation



Configuring an AT-TLS policy
for FTP

Step 1: Create a Traffic Descriptor === e

192.168.20.81

¢ Yahoo! 3% Google

Name your traffic descriptor and optionally add
a description.

}—‘\ IBM 2/0$ Management Facility

Welcome Configuration A...

Use the radio button to select the only traffic G .
type listed (Protocol TCP, local port, all e » CEE
ephemeral, remote port 21, connection Gl
direction outbound). e
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User

B

el
P
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Configuring an AT-TLS policy
for FTP ‘ & | B 1BM /05 Management ><l T -
Step 1: Create a Traffic Descript; 7 =~ = “

Use the Actions pull-down to select Modify. u

Welcome

¢ Yahoo! Y Google

IBM z/0S Management Facility Welcome  user72 |

Welcome Configuration A...

Notifications

Workflow Editor Configuration Assistant (Home) » AT-TLS » Traffic Descriptor
~ Configuration Copy Traffic Descriptor
Configuration Assistant Traffic descriptors contain details of traffic types which are mapped to security levels within requirement maps
Atraffic descriptor can contain a single type of traffic or multiple types of traffic
» Links
* Name:

Z/OSMF Settings
AllSecFTPClients

Refresh Description
Valid for all FTP client user IDs

List of traffic types in this traffic descriptor

Actions ¥
| Modify i
= S Local Port Remote Port Connect Direction Job Name UserID
{ All Ephemeral 21 Outbound
New.
Total: 1 Se 1
OK Cancel
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Configuring an AT-TLS policy
for FTP
Step 1: Create a Traffic Descriptor

«5 | B 1BM z/0S Management X =+ v i o

Feel free to create rules by filtering on L Ep—— B
USERID, IP AddreSS, etC. Jr Yahoo! Yt Google
:‘i] IBM 2/08 Management Facility Wekome el | ®
Weknur Welcome Configuration A...
Notrfications
Workflow Editor Configuration Assistant (Home) » AT-TLS Traffic Descriptor Traffic Type - TCP H
~ Configuration Modify Traffic Type - TCP

onficuration Sas ssont Detalls  KeyRing  Advanced

> Links
» ZIOSMF Settings Local port Remote port
Refresh Al ports All ports
Single port @ Single port
100 21
Port range Port range
1
100 101 100 101
@ Ephemeral ports Ephemeral ports

Indicate the TCP connect direction
Either Inbound only @ Outbound only

Jobname:

User ID:
USER*

AT-TLS Handshake Role
Server @ Client
Client authentication role is set in the security level
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Configuring an AT-TLS policy
for FTP
Step 1: Create a Traffic Descriptor

Select the KeyRing tab. LT S

& O @ Certificate error 192.168.20.81 * ié L =

Select 'Use a Simple Name’ and enter the ™ ==
. A Fj IBM z/0S Management Facility Welcome  user72
name for the key ring. - | @

Welcome Welcome Configuration A...

Notfications

Workflow Editor Configuration Assistant (Home) » AT-TLS Traffic Descriptor » Traffic Type - TCP He
» Configuration Modify Traffic Type - TCP

SRRl R Detalls = KeyRing = Advanced

» Links
» ZIOSMF Settings Specify the key ring database to use for the traffic type specified on the Details tab
Refresh Use the key ring database defined for the 2/OS system image
@ Use a Simple name (as in 2 SAF product or in PKCS #11 Token format)
* Key ring:

LabChentRing

Use this z/0S UNIX file system key database

Certificate Label

Specified server certificate labels to be used by server to accommodate clients with different types of public keys. The certificates are available beginnin
V2R3,
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Configuring an AT-TLS policy
for FTP
Step 1: Create a Traffic Descriptor

When you are finished, select the OK button RIS :
tWice_ & O O cenificste ermor 192.168.2081 N T

J Yahoo! Fr Google

F\’\ IBM /08 Management Facility Welcome ~ user72 | ®
NN

Select Save, optionally add a description, i
and click on OK.

Workflow Editor Configuration Assistant (Home) » AT-TLS Help
+ Configuration V2R3 Current Backing Store is Team72
Configuration Assistant
> Links Select a TCP/IP technology fo configure - AT-TLS |+ T
» ZIOSMF Settings

Systems Traffic Descriptors Securtty Levels Address Groups Requirement Iaps
Refresh

Actions ~

% Nofilter applied

Name Description
1 Filter Filte
®  AlSecFTPClents Valid for all FTP client user IDs
ADNR (VERIFY) IBM suppliedt Automated Domain Name Registration traffic
Centralized_Policy_Server (VERIFY) IBM supplied: Centralized Policy Server
cics (VERIFY) IBM CICS traffic
cssMTP VERIFY) IBM supplied: CSSMTP traffic
FTP-Ciient (VERIFY) IBM suppliec: FTP Client traffic
Home

IBM Washington Systems Center/ z/OSMF NCA - Configure an AT-TLS policy for FTP / March 30, 2020 / © 2020 IBM Corporation



Configuring an AT-TLS policy

for FTP

Step 2: Create a Security Level I = oo R

@ Certificate error

Select the Security Levels tab.

K

{/E\| 1BM z/0S Management Facility

¢ Yahoo! Y¢ Google

O Y

Welcome
Notifications

Workflow Editor

Workflows

Configuration
Configuration Assistant

Links

Z/OSMF Administration

Z/JOSMF Settings

Refresh
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192.168.20.81

Welcome Configuration A...

Configuration Assistant (Home)

AT-TLS

V2R3 Current Backing Store is Team72

Select a TCP/IP technalogy to configure

Systems Traffic Descriptors

Actions ~
‘% Nofilter apphied

Name
Fiiter

Permit

Default_NISTCiphers_z9

Default_NISTCiphers_z10

Detault_NISTCiphers_21962EC12

Default_NISTCiphers_z196zEC12

Home

AT-TLS |~

Security Levels Address Groups

Cipher (First Choice)
Filter

None

0x0067

TLS_DHE_RSA_WITH_AES_128_CBC_SHA25

0X006E -
TLS_DHE_RSA WITH_AES BC_SHA?2
X006 -
TLS_DHE_RSA_WITH_AES_256_Cl

0x0068

TLS_DHE_RSA_WITH_AES

Requirement Maps

Type
Filter

No security
AT-TLS

AT-TLS

AT-TLS

AT-TLS

Welcome

= ol X
pd = A =
harrisl | @ IBE
Help
Tools v

Description

Filter

BM supplied: Traffic is allow

1BM supplied. encryption for NIS

BM supplied encryption fer NIS

BM suppiied: encryption for NIS
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Configuring an AT-TLS policy
for FTP
Step 2: Create a Security Level

Select the security level and use Actions to
view it.

< ©)

¥ Vahoo! ¢ Google

KK( 1BM 2/08 Management Facility
O 0

When you are finished reviewing this
Security Level use the Close button.

Workflow Editor

Workflows

“

Configuration
Configuration Assistant

» Links

ZIOSMF Administration
» ZIOSMF Settings

Refresh
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B & £ 1BMz/0S Management X

& Certificate error

— P

+ v

192.168.20.81

Welcome

Weicome Configuration A...
Configuration Assistant (Home) » AT-TLS

V2R3 Current Backing Store is Team72
Select a TCP/P technalogy to configure AT-TLS | ~

Systems Traffic Descriptors Security Levels Address Groups Requirement Maps

i Actions ~ |

View Details

Copy. Cipher (First Cholce) Type

fer
Show Where Used ~ 21962EC12  0x0068 AT-TLS

TLS_DHE_RSA_WITH_AES_255_CBC_SHA256
New.

Hide Filter Row HaLs
tAuth ATia
AT-TLS_Piatinum AT-TLS
® AT-TLS_Gold AT-TLS
AT-TLS_Sitver X0009 - TLS RSA WITH DES CBC_SHA AT-TLS

Home

harris| ®

Help
Tools

Description

Fiter

BM supplied: encryption for NIS

BM supplied: AES-256 bit encry

BM supplied: 3DES or AES-12€

3M supplied” 3DES, AES-128



Configuring an AT-TLS policy
for FTP
Step 2: Create a Security Level

. B & 3 1BM2/0S Management X ~|»I v o - o %
Use the Actions pull-down to select Copy. TG ol
i; IBM 2/0S Management Facility Wel h 0] B

Name your copy and optionally add a 'fITf»f
description. :

Configuration Assistant

» Links
» Z/OSMF Administration

» ZIOSMF Settings

Select TLS V1.2 and keep TLS V1.1 selected
as well.

When you are finished, select the Advanced
Settings tab.
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Configuration A...

Configuration Assistant (Home) » AT-TLS » Security Level Help

Copy Security Level

* Name Ciphers Advanced Settings

A (A) N
— Q‘ ] ATTLSGoldwClientAuth
tA—dr

Description

AT-TLS Gold with client authentication

1 3 .
Version c hoices

V- TLSV12 TLSVI1 @ TLSV10W SSLV3

oK Cancel

17



Configuring an AT-TLS policy
for FTP
Step 2: Create a Security Level

& [ 1BMz/0S Management X @+ W - [m] X
a < O @ Certificate error 192.168.20.81 w = 74 e -
Select the Advanced Settings button. ,
X Yahoo! V¢ Google
w1 D -
| 1BM 2/0S Management Facility Welcome  harrisl | ® IB
Welcome Welcome Configuration A...
Notifications
Workflow Editor Configuration Assistant (Home) » AT-TLS » Security Level Help
Workflows Copy Security Level
s Baton “Name  Cff Advanced Settings
Configuration Assistant
» Links
» Z/OSMF Administration ?
» 2/OSMF Settings Select the FIPS 140 support for this group
® Do not generate configuration for this property
Refresh FIPS 140 1s not supported for this group. This is the default.
FIPS 140 is supported for this group and is enforcing 80 bit security strength size for operations
FIPS 140 is support: group and is utilizing 112 bit security strength size when generating new keys, digital signatures and
RSA encryption (Available beginning with V2R3)
1 FIPS 140 is supported for this group and is enforcing 112 bit or higher security strength size for all operations (Available beginning
with V2R3)
Additional advanced settings
Advanced Settings...
OK Cancel
18
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Configuring an AT-TLS policy
for FTP
Step 2: Create a Security Level

Select the Client Authentication tab.

You can select Use Client authentication.
This means that the Server will require Client
Authentication during the TLS protocol
negotiation and will only establish a secured
connection if the client sends a Client
Certificate to the server.

Click on OK twice.

Click on Save.

< [ 1BM2z/0S Management X | 4 W
&« O @ Centificate error 192.168.20.81
Y% Yahoo! ¢ Google

KK 1BM 2108 Management Facility
DYDY

Configuration A...

stant
Advanced AT-TLS Settings

» ZIOSMF Administration

» ZIOSMF Settings

Refresh

OK Cancel
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Configuration Assistant (Home) » AT-TLS » Security Level » Advanced

Renegotiatior
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Configuring an AT-TLS policy
for FTP
Step 3: Create a z/0S system image

el i ittt

CI.iCk On the Systems tab. B & [ BMz/0S Management X | v
5 O @ Certificate error 192.168.20.81

¥ Vanoo! ¢ Google

If necessary, use the technology pull-down e ———
to select AT-TLS. o Wt | DG meaRE = |

Configuration Assistant (Home) » AT-TLS

V2R3 Current Backing Store is Team72

If necessary, use the radio button to select &
the “Default” system group. G us ]

» Links

» Z/OSMF Administration

» ZIOSMF Settings
Actions ~

Refresh
'+ Nofilter applied

Group or Sysplex / System Image / Stack Type
Fater
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Systems. Traffic Descriptors Security Levels Address Groups



Configuring an AT-TLS policy
for FTP
Step 3: Create a z/0S system image

Use the Actions pul.l.-dOWn to sel_ect Add B & [ 1BM2/0S Management X '+ v = = =
& O @ Certificate error 192.168.20.81 e = 2 8 -

z/0S System Image. e

K\ K\| 1BM /08 Management Facility Welcome  harrisl @
LYY

Weicome Configuration A...

Configuration Assistant (Home) » AT-TLS Help

V2R3 Current Backing Store is Team72

v Configuration

Configuration Assistant Select a TCPAIP technalogy to configure - AT-TLS | = r—

» Links

e e Systems Traffic Descriptors ~ Security Levels  Address Groups  Requirement Maps

» ZIOSMF Settings
Actions ~

Refresh

himage / Stack Type status Install Status Release
Filter Firter Filter
Add 2/OS Group

{ Add /0S System Image
Install Al Files for This Group
Import Policy Data

Hide Filter Row

Home
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Configuring an AT-TLS policy
for FTP
Step 3: Create a z/0S system image

Enter your z/OS system image name.
Optionally add a description.

& [ 1IBM z/0S Management X | 4

& O @ Centificate errc 192.168.20.81
* v

fahoo! Y¢ Google

K\l K\| I1BM 2/08 Management Facility
LYY

Se the z/0OS release to the system version
your system is running on. Change the
default AT-TLS key ring if needed.

Configuration A.

Configuration Assistant (Home) » AT-TLS » 2/OS System Image

Add z/0OS System Image

~ Configuration * Name:

Configuration Assistant zos7
> Links Description:
Q » ZIOSMF Administration 2108 system 7
Click on the OK button.
OS Release:
Refresh V2R3 v
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product or in PKCS #11 token format)

oK Cancel



Configuring an AT-TLS policy
for FTP
Step 3: Create a z/0S system image

You have created a z/OS system so you will Proceed to the Next Step?
be prompted to create a TCP/IP stack. Click
on the Proceed button.

7)) Connectivity rules are configured for each TCP/IP stack. To continue with configuration you need to add a TCP/IP stack to the new z/OS system
= image. Do you want to add a TCP/IP stack now?

Proceed
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Configuring an AT-TLS policy
for FTP
Step 4: Create a TCP/IP stack

Enter the TCP/IP stack name. Optionally add

. s
B & [ BMz/0S Management X | 4+ W

a description. Leave the default for dynamic e
tunnels. Click on the OK button. T ——

Configuration A...

escription:
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Configuration Assistant (Home)
Add TCP/IP Stack

nnnnnn
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Configuring an AT-TLS policy
for FTP
Step 4: Create a TCP/IP stack

You have created a TCP/IP stack so you will
be prompted to create a connectivity rule.
Click on the Proceed button.
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Proceed to the Next Step?

To continue with the configuration you should add connectivity rules to the TCP/IP stack. Do you want to be directed to the TCP/IP stack rules panel?

: Cancel i Proceed
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Configuring an AT-TLS policy
for FTP
Step 4: Create a TCP/IP stack

You will be prompted to use a wizard to Proceed to the Next Step?

create your connectivity rule. Click on the

Proceed button. ' Do you want to start a wizard to create a connectivity rule?
Cancel Proceed
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Configuring an AT-TLS policy
for FTP

Step 5: Create a connectivity rule

Name your new Connectivity Rule.

Select the address groups of the host
endpoints of the traffic you want to protect.

Press Next button.
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e e i

B & [ 1BMz/0S Management X | 4 v -

&« @) ® Centificate error 192.168.2081 w = {4
¢ Vahoo! ¢ Google
R K{ 1BM 2108 Management Facility Welcome  harris! | ®

N

Welcome Configuration A.

Notifications

Workflow Editor Configuration Assistant (Home) » AT-TLS » TCP/IP Stack » Connectivity Rule

Workflows New Connectivity Rule

~ Configuration Data Endpoints Data Endpoints

Configuration Assistant

> Links

» ZIOSMF Administration

» ZIOSMF Settings * Connectivity ruie name:
VIPAS2VIPAS

Refresh

2.168.20.101-192.168.20.107

Examples: OO0 XXOO0YY, XXXXY.YYY
XXX XYY X XYY

Next > Cancel

68

Help




Configuring an AT-TLS policy
for FTP

Step 5: Create a connectivity rule

B & [ BMz/0sManagement X | 4 v e
& O @ Certificate error 192.168.20.81 w = L & -
Y% Vahoo! Yy Google

K\ E\| 1BM 2/0S Management Facility Welcome  har

Notice that you may create your own - o SR
Requirement Map or use the sample the tool
provides (AT-TLS_Sample).

Configuration Assistant (Home) » AT-TLS » TCF/IP Stack » Connectivity Rule Help

New Connectivity Rule

Requirement Map

» ZIOSMF Administration
» ZIOSMF Settings

The sample may or may not meet your
needs. You are able to create a new one by
selecting Create a new requirement map.

New Requirement Map properties

* Name:

Description

Mappings table

Click on Next button. Click Finish, Close,
Save ) Traffic Descriptor Security Level

Select a traffic descriptor - Select a security level

Select a traffic descriptor

Optionally, add a comment and click on OK.

< Back Next > Cancel
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Configuring an AT-TLS policy
for FTP
Step 6: Installing the configuration

Installing the configuration means generating the
TCP/IP profile and putting it in place, to be read
next time the stack starts.

Use the radio button to select your stack. Click on
the Actions menu and select ‘Install Configuration
Files’.
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Welcome Configuration A...

Configuration Assistant (Home)

Select a TCP/IP technology to configure :

Systems Reusable Configuration

tions ~

: Properties...
Stack Symbols...
Copy...
Delete

( Configure...

TCP/IP Profile
V2R2 Current Backing Store is MJF_DEMO

TCP/IP Profile | ~

Security Reusable Resources

Type
Filter

System Group

| Manage Import of Formatted Configuration Data

Y View Details

( View Details on installed

| Add z/0S Group...

{ Add z/0S System Image...
( Add TCP/IP Stack...

Install All Files for This Group...

{ Install Configuration Files...
( Hide Filter Row

{ Collapse All
PLEX1
LPAR1
® STACK1
LPAR2

STACK2

Total: 15 Selected: 1

Home

Save

System Image

Stack

Stack

Stack

Stack

Stack

Stack

Sysplex

System Image

Stack

System Image

Stack
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Configuring an AT-TLS policy
for FTP
Step 6: Installing the configuration

B < B 1BMz0sManagement X | 4+ Vv s o X

S O @ cenificate error 1921682081 * = 7 e

Use the Actions pull-down to select S oo ¢ Gl
Configuration Summary. U = e

Welcome Welcome Configuration A...

Notifications
Workflow Editor Configuration Assistant (Home) » AT-TLS » Configuration Files Help
~ Configuration List of Configuration Files for Stack TCPIPT In Group Default

SNt A List of Configuration Files for Stack TCPIPT In Group Default
» Link:

i Actions ~
7 IOBNE Sty Show Configuration File.

ation Flie Name Host Name Lastinst
Refresh Install .
& Configuration Summary...  olicy fetc/clgassv2rd/ZOST/TCPIPTHISPol Never
{
Close
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Configuring an AT-TLS policy

for FTP

Step 6: Installing the configuration

This panel summarizes the configuration
information in a format that can be helpful to
the administrator and remote connection
partners.

When you finish reviewing the panel, use the
Close button.

S ®
Y¢ Yahoo! Y% Google

F; S IBM 2/0S Management Facility
y D

Welcome
Notifications
Workfiow Editor
~ Configuration
Configuration Assistant

» Links

2IOSMF Settings.

Refresh
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® Certificate error

« [ 1BMz/0s Management X | + v - (m] X

1921682081 * = 7

Welcome  user72 ‘ @

Welcome Configuration A...

Configuration Assistant (Home) » AT-TLS » Configuration Files » Show Configuration Summary Help

Configuration Summary for AT-TLS

Close Printable page

Configuration Summary for AT-TLS

The system administrator should use the data that follows to communicatt toadr atremote security endpoints. The
information is presented by connectivity rule, which usually denotes a collection of data traffic to a single remote system (host or gateway).

AT-TLS will also require a valid z/OS UNIX file system key database or SAF key ring. Ensure the key ring: ecified below are defined. Refer to the
"Application Transparent Transport Layer Security (AT-TLS) data protection” chapter in the /OS Communications Server: I Configuration Guide, for more
information

For each connectivity rule, its configuration name is listed, along vith the data endpoints to which it is defined. This is followed by two tables which contain
specific configuration data that defines the traffic type and the detalls of the TLS security settings

The tables that appear are

GSK LDAP information. This table provides information about the LDAP servers and ports as well as the user and user password.

Traffic Type information. This table provides information about what data may flow in the clear (security level Permit), and what data is protected by
AT-TLS (the securily level points to the TLS settings that protect the traffic). Note that the traffic types are processed in order and that the stack works
from a single list. The traffic type listis comprised of ll the traffic type entries across all the connectivity rules, and in the order they appear.

+ Security information. This table provides information about the ciphers used for protection as well as the client authentication type

Connectivity Rule: VIPAs2VIPAs

Close Back to Top
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Step 6: Installing the configuratio: -

Use the Actions pull-down to select Show

Configuration File.

This is the policy file that you will next send

(FTP) to your z/OS system to use.

When you finish reviewing the panel, use the

Close button.

Y¢ Yahoo! ¥t Google

IBM 2/0S Management Facility

Welcome
Notifications
Workflow Editor

~ Configuration

Configuration Assistant

Links

ZIOSMF Settings

Refresh
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O &) Certificate error

«< [ 1BMz/0s Management X | 4

192.16820.81 Y 5=

Welcome  user72 ‘ @

Welcome Configuration A...

Configuration Assistant (Home) » AT-TLS » Configuration Files » Configuration File
Configuration File

Close Printable page

##

## AT-TLS Policy Agent Configuration file for
#  Image: ZOST

##  Stack TCPIPT

##
## Created by the IBM Configuration Assistant for 2ZOS Communications Server
## Version 2 Release 3

## Backing Store = Team72

#4 Install History

"
## End of Configuration Assistant information

TTLSRule VIPAs2VIPAs~1
[
LocalAddrSetRef addr1
RemoteAddrSetRef addr1
LocalPortRangeRef portR1
RemotePartRangeRef portR2
Userid USER*
Direction Outbound
Priority 255
TTLSGroupActionRef gActt
TTLSEnvironmentActionRef eAct1~AllSecFTPClients
TTLSConnectionActionRef CAct1~AllSecFTPClients
!
TTLSRule VIPAs2VIPAs~2
{
LocalAddrSetRef addr1
RemoteAddrSetRef addr1
LocalPortRangeRef portR2
RemotePartRangeRef portR1
Direction nbound
Priority 254
TTLSGroupActionRaf gActt
Close Back to Top

Help
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Configuring an AT-TLS policy
for FTP
Step 6: Installing the configuration

Use the Actions pull-down to select “Install”.

You can either save it to the file system of the
image that z/OSMF is running on or FTP it to
another image.

Once you select the installation method and
provide the necessary information, click Go.

Welcome Configuration A...

Configuration Assistant (Home) » TCP/IP Profile » Configuration Files
List of Configuration Files for Stack STACK1 In Group PLEX1

List of Configuration Files for Stack STACK1 In Group PLEX1

Actions ~
Stack Configuration File Name Host Name
® STACK1 TODUD D 'USER1.TCPPARMS(STACK1)'
Show Configuration File.
{install.. ]

B @ [ 8Mz/0s Management X | + v

<« O © Certificate error 192.168.20.81

e o G

\ .ﬁ: IBM 2/0S Management Facility

Welcome Configuration A..
Close S

sistant (Home) » AT-TLS » Configuration Files » Install

uuser72TM72_ATTLS_FTP.policy

(@ HOENE suttings Select nsialation method
Save to disk
Refresh ® F18

FTP information

* Host name. 192.168.20.67

* Port number: | 21

*User ID: user/2

v P
st
Comment for the configuration file prologue (optional)
Leb7
Selecting the GO button may do an automalic save of backing store before the install, based on your preference selting

Go Close
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